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Summary

CVE CVE-2017-3203

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 17:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description The Java implementations of AMF3 deserializers in Pivotal/Spring Spring-flex derive class instances from java.io.Externalizable rather than the AMF3 specification's recommendation of flash.utils.IExternalizable. A remote attacker with the ability to spoof or control an RMI server connection may be able to send serialized Java objects that execute arbitrary code when deserialized.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Spring-flex All All All All

Application Pivotal Spring-flex All All All All

References

Reference

code white | Blog: AMF – Another Malicious Format

VU#307983 - Action Message Format (AMF3) Java implementations are vulnerable to insecure deserialization and XML external entities references

Flaws in Java AMF Libraries Allow Remote Code Execution | SecurityWeek.Com

Pivotal Spring Flex CVE-2017-3203 Remote Code Execution Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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