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CVE CVE-2017-3204
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-04 14:59:00 UTC
Updated 2020-07-07 18:21:00 UTC
Description The Go SSH library (x/crypto/ssh) by default does not verify host keys, facilitating man-in-the-middle attacks. Default behav
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Golang Crypto All All All All

References

Reference Source Link

ssh - GoDoc MISC godoc.org
Golang Go SSH Library CVE-2017-3204 Security Bypass Vulnerability BID www.security!
Golang SSH Security : The Grumpy Troll MISC bridge.grump:
ssh: require host key checking in the ClientConfig - golang/crypto@e4e2799 - GitHub CONFIRM  github.com

x/crypto/ssh: make ClientConfig HostKeyCallback non-permissive by default - Issue #19767 - golang/go - GitHub  CONFIRM  github.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
i

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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