
CVE-2017-3210
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-3210

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-24 15:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description Applications developed using the Portrait Display SDK, versions 2.30 through 2.34, default to insecure configurations which allow arbitrary code execution. A number of applications developed using the Portrait Displays SDK do not use secure permissions when running. These applications run the component pdiservice.exe with NT AUTHORITY/SYSTEM permissions. This component is also read/writable by all Authenticated Users. This allows local authenticated attackers to run arbitrary code with SYSTEM privileges. The following applications have been identified by Portrait Displays as affected: Fujitsu DisplayView Click: Version 6.0 and 6.01. The issue was fixed in Version 6.3. Fujitsu DisplayView Click Suite: Version 5. The issue is addressed by patch in Version 5.9. HP Display Assistant: Version 2.1. The issue was fixed in Version 2.11. HP My Display: Version 2.0. The issue was fixed in Version 2.1. Philips Smart Control Premium: Versions 2.23, 2.25. The issue was fixed in Version 2.26.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fujitsu Displayview Click 6.0 All All All

Application Fujitsu Displayview Click 6.01 All All All

Application Fujitsu Displayview Click 6.0 All All All

Application Fujitsu Displayview Click 6.01 All All All

Application Fujitsu Displayview Click Suite 5.0 All All All

Application Fujitsu Displayview Click Suite 5.0 All All All

Application Hp Display Assistant 2.1 All All All

Application Hp Display Assistant 2.1 All All All

Application Hp My Display 2.0 All All All

Application Hp My Display 2.0 All All All

Application Philips Smart Control Premium 2.23 All All All

Application Philips Smart Control Premium 2.25 All All All

Application Philips Smart Control Premium 2.23 All All All

Application Philips Smart Control Premium 2.25 All All All

Application Portrait Portrait Display Sdk All All All All

Application Portrait Portrait Display Sdk All All All All
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References

Reference Source

Portrait Displays SDK CVE-2017-3210 Local Privilege Escalation Vulnerability BID

Vulnerability Note VU#219739 - Portrait Displays SDK applications are vulnerable to arbitrary code execution and privilege escalation CERT-VN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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