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Summary

CVE CVE-2017-3217

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-24 15:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description CalAmp LMU 3030 series OBD-II CDMA and GSM devices has an SMS (text message) interface that can be deployed where no password is configured for this interface by the integrator / reseller. This interface must be password protected, otherwise, the attacker only needs to know the phone number of the device (via an IMSI Catcher, for example) to send administrative commands to the device. These commands can be used to provide ongoing, real-time access to the device and can configure parameters such as IP addresses, firewall rules, and passwords.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Calamp Lmu 3030 Cdma - All All All

Hardware Calamp Lmu 3030 Cdma - All All All

Operating System Calamp Lmu 3030 Cdma Firmware - All All All

Operating System Calamp Lmu 3030 Cdma Firmware - All All All

Hardware Calamp Lmu 3030 Gsm - All All All

Hardware Calamp Lmu 3030 Gsm - All All All

Operating System Calamp Lmu 3030 Gsm Firmware - All All All

Operating System Calamp Lmu 3030 Gsm Firmware - All All All

Hardware Calamp Lmu 3030 Obd-ii - All All All

Hardware Calamp Lmu 3030 Obd-ii - All All All

Operating System Calamp Lmu 3030 Obd-ii Firmware - All All All

Operating System Calamp Lmu 3030 Obd-ii Firmware - All All All

References

Reference Source Link Tags

Vulnerability Note VU#251927 - CalAmp LMU-3030 devices may not authenticate SMS interface CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

CalAmp LMU-3030 Devices CVE-2017-3217 Authentication Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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