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CVE CVE-2017-3223
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-24 15:29:00 UTC
Updated 2019-10-09 23:27:00 UTC
Description Dahua IP camera products using firmware versions prior to V2.400.0000.14.R.20170713 include a version of the Sonia wet
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Dahuasecurity Ip Camera - All All All
Hardware Dahuasecurity Ip Camera - All All All
Operating System Dahuasecurity Ip Camera Firmware All All All All
Operating System Dahuasecurity Ip Camera Firmware All All All All
References
Reference Source Link
Dahua IP camera CVE-2017-3223 Stack Buffer Overflow Vulnerability BID www.securityfoc

Vulnerability Note VU#547255 - Dahua IP cameras Sonia web interface is vulnerable to stack buffer overflow  CERT-VN  www.kb.cert.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to llya Smith of Positive Technologies for reporting this vulnerability.

There are currentlv no leaacv QID mappinas associated with this CVE.
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