=

VE-2017-324

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-3248
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-27 22:59:00 UTC
Updated 2019-04-02 17:29:00 UTC
Description Vulnerability in the Oracle WebLogic Server component of Oracle Fusion Middleware (subcomponent: Core Components).
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Weblogic Server 10.3.6.0.0 All All All

Application Oracle Weblogic Server 12.1.3.0.0 All All All

Application Oracle Weblogic Server 12.2.1.0.0 All All All

Application Oracle Weblogic Server 12.2.1.1.0 All All All

Application Oracle Weblogic Server 10.3.6.0.0 All All All

Application Oracle Weblogic Server 12.1.3.0.0 All All All

Application Oracle Weblogic Server 12.2.1.0.0 All All All

Application Oracle Weblogic Server 12.2.1.1.0 All All All

Reference Soul

Oracle WebLogic 12.1.2.0 - RMI Registry UnicastRef Object Java Deserialization Remote Code Execution - Multiple webapps Exploit ~ EXP

[R1] Oracle WebLogic RMI Registry UnicastRef Object Java Deserialization Remote Code Execution - Research Advisory | Tenable™  MIS(

Oracle Weblogic Server Deserialization RMI UnicastRef Remote Code Execution = Packet Storm MIS(
Oracle Critical Patch Update - January 2017 CON
Oracle WebLogic Unspecified Flaw in Core Components Lets Remote Users Gain Elevated Privileges - Security Tracker SEC

Oracle WebLogic Server CVE-2017-3248 Remote Security Vulnerability BID



https://cve.report/
https://cve.report/CVE-2017-3248/mitre
https://cve.report/CVE-2017-3248/nist
https://cve.report/CVE-2017-3248/cve_org
https://cve.report/api/cve/CVE-2017-3248.json
https://cve.report/CVE-2017-3248.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
https://www.exploit-db.com/exploits/44998/
https://www.tenable.com/security/research/tra-2017-07
http://packetstormsecurity.com/files/152357/Oracle-Weblogic-Server-Deserialization-RMI-UnicastRef-Remote-Code-Execution.html
http://www.oracle.com/technetwork/security-advisory/cpujan2017-2881727.html
http://www.securitytracker.com/id/1037632
http://www.securityfocus.com/bid/95465

CVE Program record CVE

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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