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Published
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Description

/

CVE-2017-3302

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback

2017-02-12 04:59:00 UTC

2019-10-03 00:03:00 UTC

Crash in libmysglclient.so in Oracle MySQL before 5.6.21 and 5.7.x before 5.7.5 and MariaDB through 5.5.54, 10.0.x throu¢

Risk And Classification
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Problem Types: CWE-416
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Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
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Reference

Red Hat Customer Portal

MySQL Multiple Flaws Let Remote Authenticated and Local Users Modify Data, Remote and Local Users Deny Service, and Remote Authenti
Debian -- Security Information -- DSA-3834-1 mysql-5.5

oss-security - Re: Use after free in libmysqgiclient.so

MariaDB and MySQL CVE-2017-3302 Denial of Service Vulnerability
Debian -- Security Information -- DSA-3809-1 mariadb-10.0

Oracle Critical Patch Update - April 2017

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500375 Alpine Linux Security Update for mariadb

5041383 Alpine Linux Security Update for mariadb
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