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CVE CVE-2017-3737
State PUBLIC
Assigner openssl-security@openssl.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-07 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description OpenSSL 1.0.2 (starting from version 1.0.2b) introduced an "error state" mechanism. The intent was that if a fatal error occi
] i

Risk And Classification

Problem Types: CWE-125 | CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Openssl Openssl 1.0.2b All All All
Application Openssl Openssl 1.0.2¢c All All All
Application Openssl Openssl 1.0.2d All All All
Application Openssl Openssl 1.0.2e All All All
Application Openssl Openssl 1.0.2f All All All
Application Openssl Openssl 1.0.29 All All All
Application Openssl Openssl 1.0.2h All All All
Application Openssl Openssl 1.0.2i All All All
Application Openssl Openssl 1.0.2j All All All
Application Openssl Openssl 1.0.2k All All All
Application Openssl Openssl 1.0.21 All All All
Application Openssl Openssl 1.0.2m All All All
Application Openssl Openssl 1.0.2b All All All
Application Openssl Openssl 1.0.2c All All All
Application Openssl Openssl 1.0.2d All All All
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Application Openssl Openssl 1.0.2e All All All
Application Openssl Openssl 1.0.2f All All All
Application Openssl Openssl 1.0.2g All All All
Application Openssl Openssl 1.0.2h All All All
Application Openssl Openssl 1.0.2i All All All
Application Openssl Openssl 1.0.2j All All All
Application Openssl Openssl 1.0.2k All All All
Application Openssl Openssl 1.0.21 All All All
Application Openssl Openssl 1.0.2m All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591115 ABB Relion 670 series and Relion 650 series Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (ABBVU-PGGA-
1MRG032388)

591201 Siemens WinCC (TIA Portal), IPC Diagbase and Simatic Step 7 (TIA Portal) Open Secure Sockets Layer (OpenSSL) Multiple
Vulnerabilities (SSA-179516)

591261 Siemens MindConnect, S7-1200/1500 CPU family, ET 200SP Open Controller Open Secure Sockets Layer (OpenSSL) Multiple
Vulnerabilities (ICSA-18-226-02, SSA-179516)

670784 EulerOS Security Update for shim (EulerOS-SA-2021-2542)
670808 EulerOS Security Update for shim (EulerOS-SA-2021-2566)

710507 Gentoo Linux Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (GLSA 201712-03)
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