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cvssaomvancrrrunsucian  Gertain versions of Android from Google contain the foIIowing

ea . vulnerability:
m\qgf"‘\ In Lenovo Connect?2 versions earlier than 4.2.5.4885 for Windows and

Y . o
W 4.2.5.3071 for Android, when an ad-hoc connection is made between
I two systems for the purpose of sharing files, the password for this ad-
hoc connection will be stored in a user-readable location. An attacker
with read access to the user's contents could connect to the Connect2
hotspot and see the contents of files while they are being transferred between the two
systems.

AV

CVE-2017-3742 has been assigned by W psirt@lenovo.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: [l Lenovo Group Ltd. - Lenovo Connect2 version Earlier than 4.2.5.4885 for Windows and 4.2.5.3071
for Android.

CVSS3 Score: [4SEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
[ HIGH | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 2138 0W

Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact

[[NONE | [NONE]
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https://cve.report/
https://cve.report/CVE-2017-3742/mitre
https://cve.report/CVE-2017-3742/nist
https://cve.report/CVE-2017-3742/cve_org
https://cve.report/CVE-2017-3742.pdf
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description Tags Link

Lenovo Connect2 Ad-hoc Wifi Network Key Stored in User- CONFIRM

readable Location - US support.lenovo.com/us/en/product_security/LEN-
14398

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android All All All All

System

Operating Google Android All All All All

System

Application Lenovo Connect2 All All All All
Operating Microsoft Windows All All All All

System

Operating Microsoft Windows All All All All

System

No vendor comments have been submitted for this CVE
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