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Summary

CVE CVE-2017-3750

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-29 15:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description On Lenovo VIBE mobile phones, the Lenovo Security Android application allows private data to be backed up and restored via Android Debug Bridge, which allows tampering leading to privilege escalation in conjunction with CVE-2017-3748 and CVE-2017-3749.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android All All All All

Hardware Lenovo Vibe A1600 - All All All

Hardware Lenovo Vibe A1600 - All All All

Hardware Lenovo Vibe A2560 - All All All

Hardware Lenovo Vibe A2560 - All All All

Hardware Lenovo Vibe A2800 - All All All

Hardware Lenovo Vibe A2800 - All All All

Hardware Lenovo Vibe A2860 - All All All

Hardware Lenovo Vibe A2860 - All All All

Hardware Lenovo Vibe A2880 - All All All

Hardware Lenovo Vibe A2880 - All All All

Hardware Lenovo Vibe A3000 - All All All

Hardware Lenovo Vibe A3000 - All All All

Hardware Lenovo Vibe A3500 - All All All

Hardware Lenovo Vibe A3500 - All All All

Hardware Lenovo Vibe A3600-d - All All All

Hardware Lenovo Vibe A3600-d - All All All
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Hardware Lenovo Vibe A3600-d - All All All

Hardware Lenovo Vibe A3600u - All All All

Hardware Lenovo Vibe A3600u - All All All

Hardware Lenovo Vibe A3800-d - All All All

Hardware Lenovo Vibe A3800-d - All All All

Hardware Lenovo Vibe A3900 - All All All

Hardware Lenovo Vibe A3900 - All All All

Hardware Lenovo Vibe A6000 - All All All

Hardware Lenovo Vibe A6000 - All All All

Hardware Lenovo Vibe A6000-i - All All All

Hardware Lenovo Vibe A6000-i - All All All

Hardware Lenovo Vibe A6020i37 - All All All

Hardware Lenovo Vibe A6020i37 - All All All

Hardware Lenovo Vibe A6600 - All All All

Hardware Lenovo Vibe A6600 - All All All

Hardware Lenovo Vibe A6800 - All All All

Hardware Lenovo Vibe A6800 - All All All

Hardware Lenovo Vibe K30-e - All All All

Hardware Lenovo Vibe K30-e - All All All

Hardware Lenovo Vibe K30-w-cu - All All All

Hardware Lenovo Vibe K30-w-cu - All All All

Hardware Lenovo Vibe K32c30 - All All All

Hardware Lenovo Vibe K32c30 - All All All

Hardware Lenovo Vibe K80m - All All All

Hardware Lenovo Vibe K80m - All All All

References

Reference Source Link Tags

Local Root Exploit on Lenovo VIBE Mobile Phones CONFIRM support.lenovo.com Mitigation, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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