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Summary

CVE CVE-2017-3753

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-10 00:29:00 UTC

Updated 2017-08-29 15:38:00 UTC

Description A vulnerability has been identified in some Lenovo products that use UEFI (BIOS) code developed by American Megatrends, Inc. (AMI). With this vulnerability, conditions exist where an attacker with administrative privileges or physical access to a system may be able to run specially crafted code that can allow them to bypass system protections such as Device Guard and Hyper-V.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo 63 - All All All

Hardware Lenovo 63 - All All All

Operating System Lenovo 63 Firmware fckt78a All All All

Operating System Lenovo 63 Firmware fckt78a All All All

Hardware Lenovo H50-30g - All All All

Hardware Lenovo H50-30g - All All All

Operating System Lenovo H50-30g Firmware fckt78a All All All

Operating System Lenovo H50-30g Firmware fckt78a All All All

Hardware Lenovo Ideacentre 300-20ish - All All All

Hardware Lenovo Ideacentre 300-20ish - All All All

Operating System Lenovo Ideacentre 300-20ish Firmware - All All All

Operating System Lenovo Ideacentre 300-20ish Firmware - All All All

Hardware Lenovo Ideacentre 300s-11ish - All All All

Hardware Lenovo Ideacentre 300s-11ish - All All All

Operating System Lenovo Ideacentre 300s-11ish Firmware - All All All

Operating System Lenovo Ideacentre 300s-11ish Firmware - All All All

Hardware Lenovo Ideacentre 510s-08ish - All All All
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Hardware Lenovo Ideacentre 510s-08ish - All All All

Hardware Lenovo Ideacentre 510s-08ish - All All All

Operating System Lenovo Ideacentre 510s-08ish Firmware - All All All

Operating System Lenovo Ideacentre 510s-08ish Firmware - All All All

Hardware Lenovo Ideacentre 510s-23isu - All All All

Hardware Lenovo Ideacentre 510s-23isu - All All All

Operating System Lenovo Ideacentre 510s-23isu Firmware o2ekt24a All All All

Operating System Lenovo Ideacentre 510s-23isu Firmware o2ekt24a All All All

Hardware Lenovo Ideacentre 700 - All All All

Hardware Lenovo Ideacentre 700 - All All All

Operating System Lenovo Ideacentre 700 Firmware - All All All

Operating System Lenovo Ideacentre 700 Firmware - All All All

Hardware Lenovo M4500 - All All All

Hardware Lenovo M4500 - All All All

Operating System Lenovo M4500 Firmware fckt78a All All All

Operating System Lenovo M4500 Firmware fckt78a All All All

Hardware Lenovo M4500 Id - All All All

Hardware Lenovo M4500 Id - All All All

Operating System Lenovo M4500 Id Firmware fckt78a All All All

Operating System Lenovo M4500 Id Firmware fckt78a All All All

Hardware Lenovo M4550 Id - All All All

Hardware Lenovo M4550 Id - All All All

Operating System Lenovo M4550 Id Firmware fckt78a All All All

Operating System Lenovo M4550 Id Firmware fckt78a All All All

Hardware Lenovo S200z - All All All

Hardware Lenovo S200z - All All All

Operating System Lenovo S200z Firmware m09kt33a All All All

Operating System Lenovo S200z Firmware m09kt33a All All All

Hardware Lenovo S500 - All All All

Hardware Lenovo S500 - All All All

Operating System Lenovo S500 Firmware m0kkt24a All All All

Operating System Lenovo S500 Firmware m0kkt24a All All All

Hardware Lenovo Thinkcentre E73 - All All All

Hardware Lenovo Thinkcentre E73 - All All All

Hardware Lenovo Thinkcentre E73s - All All All

Hardware Lenovo Thinkcentre E73s - All All All
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Operating System Lenovo Thinkcentre E74 Firmware m05kt54a All All All

Hardware Lenovo Thinkcentre E75 T/s - All All All

Operating System Lenovo Thinkcentre E75 T/s Firmware - All All All

Hardware Lenovo Thinkcentre E75 T/s - All All All

Hardware Lenovo Thinkcentre E75 T/s - All All All

Operating System Lenovo Thinkcentre E75 T/s Firmware - All All All

Operating System Lenovo Thinkcentre E75 T/s Firmware - All All All

Hardware Lenovo Thinkcentre E79 - All All All

Hardware Lenovo Thinkcentre E79 - All All All

Operating System Lenovo Thinkcentre E79 Firmware m0lkt12a All All All
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Operating System Lenovo Thinkcentre E93z Aio Firmware ffkt43a All All All
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Operating System Lenovo Thinkcentre E93z Aio Firmware ffkt43a All All All
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Operating System Lenovo Thinkcentre E93 Firmware fbktc5a All All All

Operating System Lenovo Thinkcentre E93 Firmware fbktc5a All All All

Hardware Lenovo Thinkcentre Edge 62z - All All All
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Operating System Lenovo Thinkcentre Edge 62z Firmware f8kt40a All All All
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Hardware Lenovo Thinkcentre M4500k - All All All

Hardware Lenovo Thinkcentre M4500k - All All All

Operating System Lenovo Thinkcentre M4500k Firmware fckt78a All All All

Operating System Lenovo Thinkcentre M4500k Firmware fckt78a All All All

Hardware Lenovo Thinkcentre M4500q - All All All
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