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Summary

CVE CVE-2017-3756

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-18 19:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A privilege escalation vulnerability was identified in Lenovo Active Protection System for ThinkPad systems versions earlier than 1.82.0.17. An attacker with local privileges could execute code with administrative privileges via an unquoted service path.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Thinkpad 10 Ella 2 - All All All

Hardware Lenovo Thinkpad 10 Ella 2 - All All All

Operating System Lenovo Thinkpad 10 Ella 2 Bios - All All All

Operating System Lenovo Thinkpad 10 Ella 2 Bios - All All All

Hardware Lenovo Thinkpad 11e Beema - All All All

Hardware Lenovo Thinkpad 11e Beema - All All All

Operating System Lenovo Thinkpad 11e Beema Bios - All All All
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Hardware Lenovo Thinkpad 11e Skylake - All All All
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