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Summary

CVE CVE-2017-3765

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-10 18:29:00 UTC

Updated 2018-02-06 14:12:00 UTC

Description In Enterprise Networking Operating System (ENOS) in Lenovo and IBM RackSwitch and BladeCenter products, an authentication bypass known as "HP Backdoor" was discovered during a Lenovo security audit in the serial console, Telnet, SSH, and Web interfaces. This bypass mechanism can be accessed when performing local authentication under specific circumstances. If exploited, admin-level access to the switch is granted.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Hardware Ibm 1g L2-7 Slb Switch For Bladecenter - All

Hardware Ibm 1g L2-7 Slb Switch For Bladecenter - All

Hardware Ibm Bladecenter 1 10g_uplink_ethernet_switch_module -

Hardware Ibm Bladecenter 1 10g_uplink_ethernet_switch_module -

Hardware Ibm Bladecenter 1 10g_uplink_ethernet_switch_module -

Hardware Ibm Bladecenter Layer 2/3 Copper Ethernet Switch Module - All

Hardware Ibm Bladecenter Layer 2/3 Copper Ethernet Switch Module - All

Hardware Ibm Bladecenter Layer 2/3 Copper Ethernet Switch Module - All

Hardware Ibm Bladecenter Virtual Fabric 10gb Switch Module - All

Hardware Ibm Bladecenter Virtual Fabric 10gb Switch Module - All

Hardware Ibm Flex System En2092 1gb Ethernet Scalable Switch - All

Hardware Ibm Flex System En2092 1gb Ethernet Scalable Switch - All

Hardware Ibm Flex System Fabric Cn4093 10gb Converged Scalable Switch - All

Hardware Ibm Flex System Fabric Cn4093 10gb Converged Scalable Switch - All

Hardware Ibm Flex System Fabric En4093/en4093r 10gb Scalable Switch - All

Hardware Ibm Flex System Fabric En4093/en4093r 10gb Scalable Switch - All

Hardware Ibm Flex System Fabric En4093/en4093r 10gb Scalable Switch - All
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Hardware Ibm Flex System Fabric En4093/en4093r 10gb Scalable Switch - All

Hardware Ibm Flex System Fabric Si4093 10gb System Interconnect Module - All

Hardware Ibm Flex System Fabric Si4093 10gb System Interconnect Module - All

Hardware Ibm Rackswitch G8052 - All

Hardware Ibm Rackswitch G8052 - All

Hardware Ibm Rackswitch G8124 - All

Hardware Ibm Rackswitch G8124 - All

Hardware Ibm Rackswitch G8124e - All

Hardware Ibm Rackswitch G8124e - All

Hardware Ibm Rackswitch G8264 - All

Hardware Ibm Rackswitch G8264 - All

Hardware Ibm Rackswitch G8264cs - All

Hardware Ibm Rackswitch G8264cs - All

Hardware Ibm Rackswitch G8264t - All

Hardware Ibm Rackswitch G8264t - All

Hardware Ibm Rackswitch G8316 - All

Hardware Ibm Rackswitch G8316 - All

Hardware Ibm Rackswitch G8332 - All

Hardware Ibm Rackswitch G8332 - All

Operating System Lenovo Enterprise Network Operating System All All

Operating System Lenovo Enterprise Network Operating System All All

Hardware Lenovo Flex System Fabric Cn4093 10gb Converged Scalable Switch - All

Hardware Lenovo Flex System Fabric Cn4093 10gb Converged Scalable Switch - All

Hardware Lenovo Flex System Fabric En4093r 10gb Scalable Switch - All

Hardware Lenovo Flex System Fabric En4093r 10gb Scalable Switch - All

Hardware Lenovo Flex System Fabric Si4093 10gb System Interconnect Module - All

Hardware Lenovo Flex System Fabric Si4093 10gb System Interconnect Module - All

Hardware Lenovo Flex System Si4091 System Interconnect Module - All

Hardware Lenovo Flex System Si4091 System Interconnect Module - All

Hardware Lenovo Rackswitch G7028 - All

Hardware Lenovo Rackswitch G7028 - All

Hardware Lenovo Rackswitch G7052 - All

Hardware Lenovo Rackswitch G7052 - All

Hardware Lenovo Rackswitch G8052 - All

Hardware Lenovo Rackswitch G8052 - All

Hardware Lenovo Rackswitch G8124e - All
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Hardware Lenovo Rackswitch G8124e - All

Hardware Lenovo Rackswitch G8264 - All

Hardware Lenovo Rackswitch G8264 - All

Hardware Lenovo Rackswitch G8264cs - All

Hardware Lenovo Rackswitch G8264cs - All

Hardware Lenovo Rackswitch G8272 - All

Hardware Lenovo Rackswitch G8272 - All

Hardware Lenovo Rackswitch G8296 - All

Hardware Lenovo Rackswitch G8296 - All

Hardware Lenovo Rackswitch G8332 - All

Hardware Lenovo Rackswitch G8332 - All

References

Reference Source

IBM BladeCenter Switches Authentication Flaw in ENOS Lets Remote Users Access the Target System - SecurityTracker SECTRACK

Enterprise Networking Operating System (ENOS) Authentication Bypass in Lenovo and IBM RackSwitch and BladeCenter Products CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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