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A vulnerability in the Start Before Logon (SBL) module of Cisco AnyConnect Secure Mobility Client Software for Windows ¢
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Anyconnect Secure Mobility Client 4.0.00048 All All All
Cisco Anyconnect Secure Mobility Client 4.0.00051 All All All
Cisco Anyconnect Secure Mobility Client 4.0.00052 All All All
Cisco Anyconnect Secure Mobility Client 4.0.00057 All All All
Cisco Anyconnect Secure Mobility Client 4.0.00061 All All All
Cisco Anyconnect Secure Mobility Client 4.1.00028 All All All
Cisco Anyconnect Secure Mobility Client 4.1.02011 All All All
Cisco Anyconnect Secure Mobility Client 4.1.04011 All All All
Cisco Anyconnect Secure Mobility Client 4.1.06013 All All All
Cisco Anyconnect Secure Mobility Client 4.1.06020 All All All
Cisco Anyconnect Secure Mobility Client 4.1.08005 All All All
Cisco Anyconnect Secure Mobility Client 4.2.00096 All All All
Cisco Anyconnect Secure Mobility Client 4.2.01022 All All All
Cisco Anyconnect Secure Mobility Client 4.2.01035 All All All
Cisco Anyconnect Secure Mobility Client 4.2.02075 All All All
Cisco Anyconnect Secure Mobility Client 4.2.03013 All All All
Cisco Anyconnect Secure Mobility Client 4.2.04018 All All All
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Application Cisco Anyconnect Secure Mobility Client 4.2.04039 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.05015 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.06014 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.00748 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.01095 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.02039 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.03086 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.04027 All All All
Application Cisco Anyconnect Secure Mobility Client 4.0.00048 All All All
Application Cisco Anyconnect Secure Mobility Client 4.0.00051 All All All
Application Cisco Anyconnect Secure Mobility Client 4.0.00052 All All All
Application Cisco Anyconnect Secure Mobility Client 4.0.00057 All All All
Application Cisco Anyconnect Secure Mobility Client 4.0.00061 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.00028 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.02011 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.04011 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.06013 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.06020 All All All
Application Cisco Anyconnect Secure Mobility Client 4.1.08005 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.00096 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.01022 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.01035 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.02075 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.03013 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.04018 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.04039 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.05015 All All All
Application Cisco Anyconnect Secure Mobility Client 4.2.06014 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.00748 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.01095 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.02039 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.03086 All All All
Application Cisco Anyconnect Secure Mobility Client 4.3.04027 All All All
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Heterence

Cisco AnyConnect Secure Mobility Client 4.3.04027 - Privilege Escalation

Cisco AnyConnect Secure Mobility Client Access Control Flaw in 'Start Before Logon' Lets Local Users Obtain System Privileges - Security Tre
Cisco AnyConnect Secure Mobility Client for Windows SBL Privileges Escalation Vulnerability

Cisco AnyConnect Secure Mobility Client CVE-2017-3813 Local Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail

/] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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