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CVE CVE-2017-3823
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-01 11:59:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description An issue was discovered in the Cisco WebEx Extension before 1.0.7 on Google Chrome, the ActiveTouch General Plugin C
K1 I i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Activetouch General Plugin Container 105 All All All
Application Cisco Activetouch General Plugin Container 105 All All All
Application Cisco Download Manager 2.1.0.9 All All All
Application Cisco Download Manager 2.1.0.9 All All All
Application Cisco Gpccontainer Class All All All All
Application Cisco Webex All All All All
Application Cisco Webex Meetings Server 2.0_base All All All
Application Cisco Webex Meetings Server 2.0_mr2 All All All
Application Cisco Webex Meetings Server 2.0_mr3 All All All
Application Cisco Webex Meetings Server 2.0_mr4 All All All
Application Cisco Webex Meetings Server 2.0_mr5 All All All
Application Cisco Webex Meetings Server 2.0_mr6 All All All
Application Cisco Webex Meetings Server 2.0_mr7 All All All
Application Cisco Webex Meetings Server 2.0_mr8 All All All
Application Cisco Webex Meetings Server 2.0_mr8 p1 All All
Application Cisco Webex Meetings Server 2.0_mr9 All All All
Application Cisco Webex Meetings Server 2.0 mr9 p1 All All
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Reference

/

CVE Program record

NVD vulnerability detail

Cisco WebEx Extension 'magic URL' Remote Command Execution Vulnerability

Cisco WebEx Browser Extension Remote Code Execution Vulnerability

How to protect yourself from the WebEx extension

1096 - Cisco: Magic WebEx URL Allows Arbitrary Remote Command Execution - project-zero - Monorail

Opatch Blog: Micropatching Remote Code Execution in WebEx Browser Extension (CVE-2017-3823)

Vulnerability Note VU#909240 - Cisco WebEx web browser extension allows arbitrary code execution

1100 - Cisco: WebEx: New Arbitrary Command Execution in 1.0.5 via Module Whitelist Bypass - project-zero - Monorail

Cisco WebEx Player Chrome Extension Special URL Lets Remote Users Execute Arbitrary Code - Security Tracker

Source

MISC

MISC

BID

CONFIRM

SECTRACK

MISC

MISC

CERT-VN

CVE.ORG

NVD

Link
bug:
bugs
wwy
tools
wwy
Opat
blog

Wwv

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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