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CVE CVE-2017-3854
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 20:59:00 UTC

Updated 2021-09-14 12:12:00 UTC

Description A vulnerability in the mesh code of Cisco Wireless LAN Controller (WLC) software could allow an unauthenticated, remote ¢
K1 I i

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco 2500 Wireless Lan Controller - All All All
Hardware Cisco 2500 Wireless Lan Controller - All All All
Hardware Cisco 2504 Wireless Lan Controller - All All All
Hardware Cisco 2504 Wireless Lan Controller - All All All
Hardware Cisco 5500 Wireless Lan Controller - All All All
Hardware Cisco 5500 Wireless Lan Controller - All All All
Hardware Cisco 5508 Wireless Lan Controller - All All All
Hardware Cisco 5508 Wireless Lan Controller - All All All
Hardware Cisco 7500 Wireless Lan Controller - All All All
Hardware Cisco 7500 Wireless Lan Controller - All All All
Hardware Cisco 7510 Wireless Lan Controller - All All All
Hardware Cisco 7510 Wireless Lan Controller - All All All
Hardware Cisco 8510 Wireless Lan Controller - All All All
Hardware Cisco 8510 Wireless Lan Controller - All All All
Hardware Cisco 8540 Wireless Lan Controller - All All All
Hardware Cisco 8540 Wireless Lan Controller - All All All
Hardware Cisco Virtual Wireless Controller - All All All
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3.2.171.6
3.2.185.0
3.2.193.5
3.2.195.10
3.2.78.0
3.6.0e
4.0.108
4.0.155.0
4.0.155.5
4.0.179.11
4.0.179.8
4.0.196
4.0.206.0
4.0.217.0
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41.171.0
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4.1 base
4.2.112.0
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4.2.61.0
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4.2 base
5.0.148.0
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5.1.151.0
5.1.152.0
5.1.160.0
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vperatng sysiem UIsco vvireiess Lan vontrolier rirmware /.0.1UV.U All All All
Operating System Cisco Wireless Lan Controller Firmware 7.6.110.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 7.6.120.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 7.6.130.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.0.30220.385 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.100 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.115.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.120.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.121.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0.72.140 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.0_base All All All
Operating System Cisco Wireless Lan Controller Firmware 8.1.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.1.104.37 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.1.111.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.1.122.0 All All All
Operating System Cisco Wireless Lan Controller Firmware 8.1.130.0 All All All
Operating System Cisco Wireless Lan Controller Software 16.088.0 All All All
Operating System Cisco Wireless Lan Controller Software 6.0199.4 All All All
Operating System Cisco Wireless Lan Controller Software 7.0220.0 All All All
Operating System Cisco Wireless Lan Controller Software 7.0250.0 All All All
Operating System Cisco Wireless Lan Controller Software 7.41.54 All All All
Hardware Cisco Wireless Service Module 2 - All All All
Hardware Cisco Wireless Service Module 2 - All All All
Reference Source Li
Cisco Wireless LAN Controller CVE-2017-3854 Remote Security Bypass Vulnerability BID w
Cisco Meshed Wireless LAN Controller Impersonation Vulnerability CONFIRM to

Cisco Wireless LAN Controller Mesh Code Authentication Flaw Lets Remote Users Spoof WLC Devices - SecurityTracker SECTRACK w
CVE Program record CVE.ORG w

NVD vulnerability detail NVD n\

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/software/cisco/wireless_service_module_2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wireless_service_module_2
http://www.securityfocus.com/bid/96911
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170315-wlc-mesh
http://www.securitytracker.com/id/1038041
https://www.cve.org/CVERecord?id=CVE-2017-3854
https://nvd.nist.gov/vuln/detail/CVE-2017-3854
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