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Summary

CVE CVE-2017-3885

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-07 17:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A vulnerability in the detection engine reassembly of Secure Sockets Layer (SSL) packets for Cisco Firepower System Software could allow an unauthenticated, remote attacker to cause a denial of service (DoS) condition because the Snort process consumes a high level of CPU resources. Affected Products: This vulnerability affects Cisco Firepower System Software running software releases 6.0.0, 6.1.0, 6.2.0, or 6.2.1 when the device is configured with an SSL policy that has at least one rule specifying traffic decryption. More Information: CSCvc58563. Known Affected Releases: 6.0.0 6.1.0 6.2.0 6.2.1.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Firepower Management Center 6.0.0 All All All

Application Cisco Firepower Management Center 6.1.0 All All All

Application Cisco Firepower Management Center 6.2.0 All All All

Application Cisco Firepower Management Center 6.2.1 All All All

Application Cisco Firepower Management Center 6.0.0 All All All

Application Cisco Firepower Management Center 6.1.0 All All All

Application Cisco Firepower Management Center 6.2.0 All All All

Application Cisco Firepower Management Center 6.2.1 All All All

References

Reference Source Link Tags

Cisco Firepower Detection Engine SSL Denial of Service Vulnerability CONFIRM tools.cisco.com Vendor Advisory

Cisco Firepower System Software CVE-2017-3885 Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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