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Summary

CVE CVE-2017-3888

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-07 17:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description A vulnerability in the web-based management interface of Cisco Unified Communications Manager could allow an authenticated, remote attacker to conduct a reflected cross-site scripting (XSS) attack against a user of the web-based management interface of an affected device. This vulnerability affects Cisco Unified Communications Manager with a default configuration running an affected software release with the attacker authenticated as the administrative user. More Information: CSCvc83712. Known Affected Releases: 12.0(0.98000.452). Known Fixed Releases: 12.0(0.98000.750) 12.0(0.98000.708) 12.0(0.98000.707) 12.0(0.98000.704) 12.0(0.98000.554) 12.0(0.98000.546) 12.0(0.98000.543) 12.0(0.98000.248) 12.0(0.98000.244) 12.0(0.98000.242).

Risk And Classification

Primary CVSS: v3.0 5.4 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | Cross-Site Scripting Vulnerability

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

2.0 nvd@nist.gov Primary 3.5 AV:N/AC:M/Au:S/C:N/I:P/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

Low

Availability

https://cve.report/
https://cve.report/CVE-2017-3888/mitre
https://cve.report/CVE-2017-3888/nist
https://cve.report/CVE-2017-3888/cve_org
https://cve.report/api/cve/CVE-2017-3888.json
https://cve.report/CVE-2017-3888.pdf


CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

CVSS v2.0 Breakdown

AV:N/AC:M/Au:S/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 12.0\(0.98000.452\) All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Cisco Unified Communications Manager affected Cisco Unified Communications Manager Not specified

References

Reference Source

Cisco Unified Communications Manager Input Validation Flaw Lets Remote Users Conduct Cross-Site Scripting Attacks - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

Cisco Unified Communications Manager Cross-Site Scripting Vulnerability af854a3a-2127-422b-91ae-364da2661108

Cisco Unified Communications Manager CVE-2017-3888 Cross Site Scripting Vulnerability af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

None

Access Vector

Network

Access Complexity

Medium

Authentication

Single

Confidentiality

None

Integrity

Partial

Availability

None

http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/na
http://cve.report/software/na/Cisco_Unified_Communications_Manager
http://www.securitytracker.com/id/1038193
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170405-ucm1
http://www.securityfocus.com/bid/97431
https://www.cve.org/CVERecord?id=CVE-2017-3888
https://nvd.nist.gov/vuln/detail/CVE-2017-3888
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