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Summary

CVE CVE-2017-3912

State PUBLIC

Assigner psirt@mcafee.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-18 22:29:00 UTC

Updated 2023-11-07 02:44:00 UTC

Description Bypassing password security vulnerability in McAfee Application and Change Control (MACC) 7.0.1 and 6.2.0 allows authenticated users to perform arbitrary command execution via a command-line utility.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Application And Change Control 6.2.0 All All All

Application Mcafee Application And Change Control 7.0.1 All All All

Application Mcafee Application And Change Control 6.2.0 All All All

Application Mcafee Application And Change Control 7.0.1 All All All

References

Reference

McAfee Application and Change Control CVE-2017-3912 Local Security Bypass Vulnerability

McAfee Security Bulletin - Application and Change Control update fixes a password management security feature bypass (SFB) leading to an authentication bypass (CVE-2017-3912)

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: McAfee credits Saurabh Tripathi and Sukesh Shetty for reporting this flaw.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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