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CVE-2017-4028
PUBLIC

psirt@mcafee.com

CVE Program / NVD first with legacy fallback

2018-04-03 22:29:00 UTC

2023-11-07 02:44:00 UTC

Maliciously misconfigured registry vulnerability in all Microsoft Windows products in McAfee consumer and corporate produ

CVE-2017-4028

MITRE

NVD

CVE.ORG

/

Problem Types: CWE-74

Risk And Classification

NVD Known Affected Configurations (CPE 2.3)
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Application Mcafee Host Intrusion Prevention 8.0 patch_5 All All
Application Mcafee Host Intrusion Prevention 8.0 patch_6 All All
Application Mcafee Host Intrusion Prevention 8.0 patch_7 All All
Application Mcafee Host Intrusion Prevention 8.0 patch_8 All All
Application Mcafee Host Intrusion Prevention 8.0 patch_9 All All
Application Mcafee Host Intrusion Prevention All All All All
Application Mcafee Internet Security - All All All
Application Mcafee Internet Security - All All All
Application Mcafee Total Protection - All All All
Application Mcafee Total Protection - All All All
Application Mcafee Virus Scan Enterprise 8.8 patch_9 All All
Application Mcafee Virus Scan Enterprise 8.8 patch_9 All All
Application Mcafee Virus Scan Enterprise All All All All
Operating System Microsoft Windows - All All All
Operating System Microsoft Windows - All All All
Reference

Multiple McAfee Products CVE-2017-4028 Local Code Injection Vulnerability
McAfee Corporate KB - McAfee - Security Bulletin: Updates fix a potential vulnerability in Window-based products (CVE-2017-4028) SB10193
CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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