
CVE-2017-4914
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-4914

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-07 17:29:00 UTC

Updated 2017-08-13 01:29:00 UTC

Description VMware vSphere Data Protection (VDP) 6.1.x, 6.0.x, 5.8.x, and 5.5.x contains a deserialization issue. Exploitation of this issue may allow a remote attacker to execute commands on the appliance.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Vsphere Data Protection 5.5.1 All All All

Application Vmware Vsphere Data Protection 5.5.10 All All All

Application Vmware Vsphere Data Protection 5.5.11 All All All

Application Vmware Vsphere Data Protection 5.5.5 All All All

Application Vmware Vsphere Data Protection 5.5.6 All All All

Application Vmware Vsphere Data Protection 5.5.7 All All All

Application Vmware Vsphere Data Protection 5.5.8 All All All

Application Vmware Vsphere Data Protection 5.5.9 All All All

Application Vmware Vsphere Data Protection 5.8.0 All All All

Application Vmware Vsphere Data Protection 5.8.1 All All All

Application Vmware Vsphere Data Protection 5.8.2 All All All

Application Vmware Vsphere Data Protection 5.8.3 All All All

Application Vmware Vsphere Data Protection 5.8.4 All All All

Application Vmware Vsphere Data Protection 6.0.0 All All All

Application Vmware Vsphere Data Protection 6.0.1 All All All

Application Vmware Vsphere Data Protection 6.0.2 All All All

Application Vmware Vsphere Data Protection 6.0.3 All All All
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Application Vmware Vsphere Data Protection 6.0.3 All All All

Application Vmware Vsphere Data Protection 6.0.4 All All All

Application Vmware Vsphere Data Protection 6.1.0 All All All

Application Vmware Vsphere Data Protection 6.1.1 All All All

Application Vmware Vsphere Data Protection 6.1.2 All All All

Application Vmware Vsphere Data Protection 6.1.3 All All All

Application Vmware Vsphere Data Protection 5.5.1 All All All

Application Vmware Vsphere Data Protection 5.5.10 All All All

Application Vmware Vsphere Data Protection 5.5.11 All All All

Application Vmware Vsphere Data Protection 5.5.5 All All All

Application Vmware Vsphere Data Protection 5.5.6 All All All

Application Vmware Vsphere Data Protection 5.5.7 All All All

Application Vmware Vsphere Data Protection 5.5.8 All All All

Application Vmware Vsphere Data Protection 5.5.9 All All All

Application Vmware Vsphere Data Protection 5.8.0 All All All

Application Vmware Vsphere Data Protection 5.8.1 All All All

Application Vmware Vsphere Data Protection 5.8.2 All All All

Application Vmware Vsphere Data Protection 5.8.3 All All All

Application Vmware Vsphere Data Protection 5.8.4 All All All

Application Vmware Vsphere Data Protection 6.0.0 All All All

Application Vmware Vsphere Data Protection 6.0.1 All All All

Application Vmware Vsphere Data Protection 6.0.2 All All All

Application Vmware Vsphere Data Protection 6.0.3 All All All

Application Vmware Vsphere Data Protection 6.0.4 All All All

Application Vmware Vsphere Data Protection 6.1.0 All All All

Application Vmware Vsphere Data Protection 6.1.1 All All All

Application Vmware Vsphere Data Protection 6.1.2 All All All

Application Vmware Vsphere Data Protection 6.1.3 All All All

References

Reference

VMSA-2017-0010

VMware vSphere Data Protection CVE-2017-4914 Command Execution Vulnerability

VMware vSphere Data Protection 5.x/6.x - Java Deserialization - Multiple remote Exploit

VMware vSphere Data Protection Java Deserialization Error Lets Remote Users Execute Arbitrary Code and Password Encryption Method Lets Local Users Obtain Plaintext Passwords - SecurityTracker

CVE Program record

NVD vulnerability detail

http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vsphere_data_protection
http://www.vmware.com/security/advisories/VMSA-2017-0010.html
http://www.securityfocus.com/bid/98939
https://www.exploit-db.com/exploits/42152/
http://www.securitytracker.com/id/1038617
https://www.cve.org/CVERecord?id=CVE-2017-4914


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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