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Summary

CVE CVE-2017-4916

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-22 14:29:00 UTC

Updated 2017-08-13 01:29:00 UTC

Description VMware Workstation Pro/Player contains a NULL pointer dereference vulnerability that exists in the vstor2 driver. Successful exploitation of this issue may allow host users with normal user privileges to trigger a denial-of-service in a Windows host machine.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Vmware Workstation Player 12.0.0 All All All

Application Vmware Workstation Player 12.0.0 All All All

Application Vmware Workstation Pro 12.0.0 All All All

Application Vmware Workstation Pro 12.0.0 All All All

References

Reference

VMware Workstation 12 Pro - Denial of Service - Windows dos Exploit

VMSA-2017-0009

VMware Workstation Pro/Player NULL Pointer Dereference in vstor2 Driver Lets Local Users on the Host System Cause Denial of Service Conditions on the Host System - SecurityTracker

Multiple VMware Workstation Products CVE-2017-4916 Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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