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/

CVE-2017-4945
PUBLIC

security@vmware.com

CVE Program / NVD first with legacy fallback

2018-01-05 14:29:00 UTC

2019-10-03 00:03:00 UTC

VMware Workstation (14.x and 12.x) and Fusion (10.x and 8.x) contain a guest access control vulnerability. This issue may

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo
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Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Apple

Apple

Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware
Vmware

Vmware

Product

Mac Os X

Mac Os X

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Version

10.0

10.0.1

10.1.0

10.1.1

8.0

8.0.1

8.0.2

8.1

8.5.10

852

8.5.3

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2017-4945/mitre
https://cve.report/CVE-2017-4945/nist
https://cve.report/CVE-2017-4945/cve_org
https://cve.report/api/cve/CVE-2017-4945.json
https://cve.report/CVE-2017-4945.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Fusion

Workstation

Workstation

Workstation

Workstation

Workstation

Workstation

Workstation

Workstation

Workstation

Workstation

8.5.5

8.5.6

8.5.7

8.5.8

8.5.9

10.0

10.0.1

10.1.0

10.1.1

8.0

8.0.1

8.0.2

8.1

8.1.1

8.5

8.5.1

8.5.10

8.5.2

8.5.3

8.5.4

8.5.5

8.5.6

857

8.5.8

8.5.9

12.0.0

12.0.1

12.1

12.1.1

12.5

12.5.0

12.5.1

12.5.2

12.5.3

12.5.4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/fusion
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation

Application Vmware Workstation 12.5.5 All All All
Application Vmware Workstation 12.5.6 All All All
Application Vmware Workstation 12.5.7 All All All
Application Vmware Workstation 12.5.8 All All All
Application Vmware Workstation 12.5.9 All All All
Application Vmware Workstation 14.0 All All All
Application Vmware Workstation 12.0.0 All All All
Application Vmware Workstation 12.0.1 All All All
Application Vmware Workstation 12.1 All All All
Application Vmware Workstation 12.1.1 All All All
Application Vmware Workstation 12.5 All All All
Application Vmware Workstation 12.5.0 All All All
Application Vmware Workstation 12.5.1 All All All
Application Vmware Workstation 12.5.2 All All All
Application Vmware Workstation 12.5.3 All All All
Application Vmware Workstation 1254 All All All
Application Vmware Workstation 12.5.5 All All All
Application Vmware Workstation 12.5.6 All All All
Application Vmware Workstation 12.5.7 All All All
Application Vmware Workstation 12.5.8 All All All
Application Vmware Workstation 12.5.9 All All All
Application Vmware Workstation 14.0 All All All
Reference

Multiple VMware Products Multiple Security Vulnerabilities

VMware vRealize Operations for Horizon and vRealize Operations for Published Applications Lets Local Users Obtain System Privileges - Sec
VMware Workstation/Fusion Bugs Let Local Users on a Guest System Bypass Security Restrictions on the Guest System and Obtain Potentia
VMSA-2018-0003

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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