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An issue was discovered in Cloud Foundry release v247 through v252, UAA stand-alone release v3.9.0 through v3.11.0, ar
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Cloudfoundry Cloud Foundry Uaa Bosh 21 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 22 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 23 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 24 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 241 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 24.2 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 24.3 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 24.4 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 245 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 24.6 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 25 All All All
Cloudfoundry Cloud Foundry Uaa Bosh 26 All All All
Pivotal Software Cloud Foundry 247.0 All All All
Pivotal Software Cloud Foundry 248.0 All All All
Pivotal Software Cloud Foundry 249.0 All All All
Pivotal Software Cloud Foundry 250.0 All All All
Pivotal Software Cloud Foundry 251.0 All All All
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References
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L]

CVE Program record

NVD vulnerability detail

CVE-2017-4960: UAA OAuth DOS via lockout feature | Cloud Foundry

Source

CONFIRM

Multiple Cloud Foundry Products CVE-2017-4960 Denial of Service Vulnerability BID

CVE.ORG

NVD

Link
www.cloudfoundry.org
www.securityfocus.com
WWW.Ccve.org

nvd.nist.gov

Tags

Vendor Advisory

Third Party Advisor

canonical

canonical, analysis

-l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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