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/

CVE-2017-4965

MITRE NVD CVE.ORG Print: PDF %5

CVE-2017-4965

PUBLIC

secure@dell.com

CVE Program / NVD first with legacy fallback
2017-06-13 06:29:00 UTC

2022-05-15 14:13:00 UTC

An issue was discovered in these Pivotal RabbitMQ versions: all 3.4.x versions, all 3.5.x versions, and 3.6.x versions prior t

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Pivotal Software Rabbitmq 1.5.0 All All All
Pivotal Software Rabbitmq 1.5.1 All All All
Pivotal Software Rabbitmq 1.5.10 All All All
Pivotal Software Rabbitmq 1.5.11 All All All
Pivotal Software Rabbitmq 1.5.12 All All All
Pivotal Software Rabbitmq 1.5.13 All All All
Pivotal Software Rabbitmq 1.5.14 All All All
Pivotal Software Rabbitmq 1.5.15 All All All
Pivotal Software Rabbitmq 1.5.17 All All All
Pivotal Software Rabbitmq 1.5.18 All All All
Pivotal Software Rabbitmq 1.5.19 All All All
Pivotal Software Rabbitmq 15.2 All All All
Pivotal Software Rabbitmq 1.5.3 All All All
Pivotal Software Rabbitmq 154 All All All
Pivotal Software Rabbitmq 155 All All All
Pivotal Software Rabbitmq 1.5.6 All All All
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Application Pivotal Software Rabbitmq 3.5.2 All All All
Application Pivotal Software Rabbitmq 3.5.3 All All All
Application Pivotal Software Rabbitmq 3.5.4 All All All
Application Pivotal Software Rabbitmq 355 All All All
Application Pivotal Software Rabbitmq 3.5.6 All All All
Application Pivotal Software Rabbitmq 357 All All All
Application Pivotal Software Rabbitmq 3.6.0 All All All
Application Pivotal Software Rabbitmq 3.6.1 All All All
Application Pivotal Software Rabbitmq 3.6.2 All All All
Application Pivotal Software Rabbitmq 3.6.3 All All All
Application Pivotal Software Rabbitmq 3.6.4 All All All
Application Pivotal Software Rabbitmq 3.6.5 All All All
Application Pivotal Software Rabbitmq 3.6.6 All All All
Application Pivotal Software Rabbitmq 3.6.7 All All All
Application Vmware Rabbitmq 3.4.0 All All All
Application Vmware Rabbitmq 3.4.1 All All All
Application Vmware Rabbitmq 3.4.2 All All All
Application Vmware Rabbitmq 3.4.3 All All All
Application Vmware Rabbitmq 3.4.4 All All All
Application Vmware Rabbitmq 3.5.0 All All All
Application Vmware Rabbitmq 3.5.1 All All All
Application Vmware Rabbitmq 3.5.2 All All All
Application Vmware Rabbitmq 353 All All All
Application Vmware Rabbitmq 3.5.6 All All All
Application Vmware Rabbitmq 3.6.7 All All All
Reference Source Link
[SECURITY] [DLA 2710-1] rabbitmqg-server security update MLIST lists.debian.org
Pivotal RabbitMQ Products CVE-2017-4965 Cross Site Scripting Vulnerability BID www.securityfocus.

CVE-2017-4965 and CVE-2017-4967: XSS vulnerabilities in RabbitMQ management Ul | Security | Pivotal CONFIRM pivotal.io
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

1]

No vendor comments have been submitted for this CVE.
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