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Summary

CVE CVE-2017-4970

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-13 06:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in Cloud Foundry Foundation cf-release v255 and Staticfile buildpack versions v1.4.0 - v1.4.3. A regression introduced in the Static file build pack causes the Staticfile.auth configuration to be ignored when the Static file file is not present in the application root. Applications containing a Staticfile.auth file but not a Static file had their basic auth turned off when an operator upgraded the Static file build pack in the foundation to one of the vulnerable versions. Note that Static file applications without a Static file are technically misconfigured, and will not successfully detect unless the Static file build pack is explicitly specified.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Cf-release 255 All All All

Application Cloudfoundry Cf-release 255 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.0 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.1 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.2 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.3 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.0 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.1 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.2 All All All

Application Cloudfoundry Staticfile Buildpack 1.4.3 All All All

References
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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