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CVE CVE-2017-5033
State PUBLISHED
Assigner Chrome

Published 2017-04-24 23:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description Blink in Google Chrome prior to 57.0.2987.98 for Mac, Windows, and Linux and 57.0.2987.108 for Android failed to correctl

4 H -l
Risk And Classification

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Primary CVSS: v3.1 4.3 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Problem Types: CWE-281 | insufficient policy enforcement

Score Severity Vector
4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2017-5033/mitre
https://cve.report/CVE-2017-5033/nist
https://cve.report/CVE-2017-5033/cve_org
https://cve.report/api/cve/CVE-2017-5033.json
https://cve.report/CVE-2017-5033.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Macos - All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Google Android - All All All
Application Google Chrome All All All All
Application Google Chrome All All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na Google Chrome Prior To 57.0.2987.98 For Mac Windows And Linux And 57.0.2987.108 For Android  affected Google C
1 |

References



http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/na
http://cve.report/software/na/Google_Chrome_prior_to_57.0.2987.98_for_Mac_Windows_and_Linux_and_57.0.2987.108_for_Android

Reference

669086 - Security: Circumvent CSP Header restrictions via about:blank - chromium - Monorail

Google Chrome Prior to 57.0.2987.98 Multiple Security Vulnerabilities

Red Hat Customer Portal

Chromium: Multiple vulnerabilities (GLSA 201704-02) — Gentoo Security

Debian -- Security Information -- DSA-3810-1 chromium-browser

Mathias na Twitterze: "microsoft refused to fix the same problem (CVE-2017-5033 in chrome) so that the 'unsafe-inline' keyword means "really
Chrome Releases: Stable Channel Update for Desktop

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710550 Gentoo Linux Chromium Multiple Vulnerabilities (GLSA 201704-02)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://crbug.com/669086
http://www.securityfocus.com/bid/96767
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https://twitter.com/Ma7h1as/status/907641276434063361
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