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CVE CVE-2017-5041
State PUBLISHED
Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-24 23:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Google Chrome prior to 57.0.2987.100 incorrectly handled back-forward navigation, which allowed a remote attacker to dis|

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Problem Types: CWE-20 | incorrect security Ul

Score Severity Vector
4.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2017-5041/mitre
https://cve.report/CVE-2017-5041/nist
https://cve.report/CVE-2017-5041/cve_org
https://cve.report/api/cve/CVE-2017-5041.json
https://cve.report/CVE-2017-5041.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na Google Chrome Prior To 57.0.2987.100 affected Google Chrome prior to 57.0.2987.100 Not specified
Reference

Google Chrome Prior to 57.0.2987.98 Multiple Security Vulnerabilities

Red Hat Customer Portal

642490 - Location Bar URL and SSL Spoofing Risk using "Confirm Form Resubmission" box and a targeted website which allow a redirect - cl
Chromium: Multiple vulnerabilities (GLSA 201704-02) — Gentoo Security

Debian -- Security Information -- DSA-3810-1 chromium-browser

Chrome Releases: Stable Channel Update for Desktop

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/na
http://cve.report/software/na/Google_Chrome_prior_to_57.0.2987.100
http://www.securityfocus.com/bid/96767
http://rhn.redhat.com/errata/RHSA-2017-0499.html
https://crbug.com/642490
https://security.gentoo.org/glsa/201704-02
http://www.debian.org/security/2017/dsa-3810
https://chromereleases.googleblog.com/2017/03/stable-channel-update-for-desktop.html
https://www.cve.org/CVERecord?id=CVE-2017-5041
https://nvd.nist.gov/vuln/detail/CVE-2017-5041

Legacy QID Mappings

710550 Gentoo Linux Chromium Multiple Vulnerabilities (GLSA 201704-02)
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