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Summary

CVE CVE-2017-5085

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-27 05:29:00 UTC

Updated 2023-11-07 02:48:00 UTC

Description Inappropriate implementation in Bookmarks in Google Chrome prior to 59 for iOS allowed a remote attacker who convinced the user to perform certain operations to run JavaScript on chrome:// pages via a crafted bookmark.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os - All All All

Operating System Apple Iphone Os - All All All

Operating System Google Chrome 58.0.3029 All All All

Operating System Google Chrome 58.0.3029 All All All

References

Reference

Chromium: Multiple vulnerabilities (GLSA 201706-20) — Gentoo Security

Chrome Releases: Stable Channel Update for Desktop

692378 - CSP bypass in domain "chrome://" via.bookmark? - chromium - Monorail

Google Chrome Multiple Flaws Let Remote Users Spoof URLs, Obtain Potentially Sensitive Information, and Execute Arbitrary Code - SecurityTracker

Google Chrome Prior to 59.0.3071.86 Multiple Security Vulnerabilities

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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