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Summary

CVE CVE-2017-5149

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 22:59:00 UTC

Updated 2023-06-26 19:38:00 UTC

Description An issue was discovered in St. Jude Medical Merlin@home, versions prior to Version 8.2.2 (RF models: EX1150; Inductive models: EX1100; and Inductive models: EX1100 with MerlinOnDemand capability). The identities of the endpoints for the communication channel between the transmitter and St. Jude Medical's web site, Merlin.net, are not verified. This may allow a man-in-the-middle attacker to access or influence communications between the identified endpoints.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abbott Merlin@home Ex1100 - All All All

Hardware Abbott Merlin@home Ex1150 - All All All

Operating System Abbott Merlin@home Firmware All All All All

Hardware St. Jude Medical Merlin@home Ex1100 - All All All

Hardware St. Jude Medical Merlin@home Ex1150 - All All All

Operating System St. Jude Medical Merlin@home Firmware All All All All

Hardware St. Jude Medical Merlin@home Ex1100 - All All All

Hardware St. Jude Medical Merlin@home Ex1100 - All All All

Hardware St. Jude Medical Merlin@home Ex1150 - All All All

Hardware St. Jude Medical Merlin@home Ex1150 - All All All

Operating System St. Jude Medical Merlin@home Firmware All All All All

References
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Merlin@home CVE-2017-5149 Man in the Middle Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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