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Summary

CVE CVE-2017-5173

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-19 03:29:00 UTC

Updated 2022-02-10 17:58:00 UTC

Description An Improper Neutralization of Special Elements (in an OS command) issue was discovered in Geutebruck IP Camera G-Cam/EFD-2250 Version 1.11.0.12. An improper neutralization of special elements vulnerability has been identified. If special elements are not properly neutralized, an attacker can call multiple parameters that can allow access to the root level operating system which could allow remote code execution.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Geutebruck Ip Camera G-cam Efd-2250 - All All All

Hardware Geutebruck Ip Camera G-cam Efd-2250 - All All All

Operating System Geutebruck Ip Camera G-cam Efd-2250 Firmware 1.11.0.12 All All All

Operating System Geutebruck Ip Camera G-cam Efd-2250 Firmware 1.11.0.12 All All All

Hardware Geutebrueck Ip Camera G-cam Efd-2250 - All All All

Operating System Geutebrueck Ip Camera G-cam Efd-2250 Firmware 1.11.0.12 All All All

References

Reference Source

Geutebrück IP Cameras | ICS-CERT MISC

Geutebruck 5.02024 G-Cam/EFD-2250 - 'testaction.cgi' Remote Command Execution (Metasploit) - Hardware webapps Exploit EXPLOIT-DB

Geutebruck G-Cam/EFD-2250 Authentication Bypass and Remote Code Execution Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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