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Summary

CVE CVE-2017-5197

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-06 06:59:00 UTC

Updated 2019-03-19 12:12:00 UTC

Description There is XSS in SilverStripe CMS before 3.4.4 and 3.5.x before 3.5.2. The attack vector is a page name. An example payload is a crafted JavaScript event handler within a malformed SVG element.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Silverstripe Silverstripe 3.5.0 All All All

Application Silverstripe Silverstripe 3.5.1 All All All

Application Silverstripe Silverstripe 3.5.0 All All All

Application Silverstripe Silverstripe 3.5.1 All All All

Application Silverstripe Silverstripe All All All All

References

Reference Source Link Tags

Security Releases » Silverstripe CMS CONFIRM www.silverstripe.org Vendor Advisory

SilverStripe CMS CVE-2017-5197 Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994809 PHP (Composer) Security Update for silverstripe/cms (GHSA-xmjh-wjc5-wg4h)
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