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CVE-2017-5209

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2017-01-11 16:59:00 UTC

2026-05-06 22:30:45 UTC

The base64decode function in base64.c in libimobiledevice libplist through 1.12 allows attackers to obtain sensitive informa

Risk And Classification

|L

Primary CVSS: v3.0 9.1 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H

EPSS: 0.003810000 probability, percentile 0.595290000 (date 2026-05-07)
Problem Types: CWE-125 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.1 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
2.0 nvd@nist.gov Primary 6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P
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https://cve.report/api/cve/CVE-2017-5209.json
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:P/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libimobiledevice Libplist All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

[SECURITY] [DLA 2168-1] libplist security update af854a3a-2127-422b-91
Libimobiledevice Libplist CVE-2017-5209 Denial of Service Vulnerability af854a3a-2127-422b-91

base64: Rework base64decode to handle split encoded data correctly - libimobiledevice/libplist@3a55ddd - GitHub  af854a3a-2127-422b-91
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/libimobiledevice
http://cve.report/software/libimobiledevice/libplist
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.debian.org/debian-lts-announce/2020/04/msg00002.html
http://www.securityfocus.com/bid/95385
https://github.com/libimobiledevice/libplist/commit/3a55ddd3c4c11ce75a86afbefd085d8d397ff957
https://www.cve.org/CVERecord?id=CVE-2017-5209
https://nvd.nist.gov/vuln/detail/CVE-2017-5209

-
670264 EulerOS Security Update for libplist (EulerOS-SA-2021-1812)

670641 EulerOS Security Update for libplist (EulerOS-SA-2021-2399)

670919 EulerOS Security Update for libplist (EulerOS-SA-2021-2399)
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