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Summary

CVE CVE-2017-5219

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-02 07:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in SageCRM 7.x before 7.3 SP3. The Component Manager functionality, provided by SageCRM, permits additional components to be added to the application to enhance provided functionality. This functionality allows a zip file to be uploaded, containing a valid .ecf component file, which will be extracted to the inf directory outside of the webroot. By creating a zip file containing an empty .ecf file, to pass file-validation checks, any other file provided in zip file will be extracted onto the filesystem. In this case, a web shell with the filename '..\WWWRoot\CustomPages\aspshell.asp' was included within the zip file that, when extracted, traversed back out of the inf directory and into the SageCRM webroot. This permitted remote interaction with the underlying filesystem with the highest privilege level, SYSTEM.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sagecrm Sagecrm 7.3 All All All

Application Sagecrm Sagecrm 7.3 sp1 All All

Application Sagecrm Sagecrm 7.3 sp2 All All

Application Sagecrm Sagecrm 7.3 All All All

Application Sagecrm Sagecrm 7.3 sp1 All All

Application Sagecrm Sagecrm 7.3 sp2 All All

References

Reference Source Link Tags

SageCRM - SQL Injection, Arbitrary File Upload • Aura Information Security Research Blog MISC research.aurainfosec.io Third Party Advisory

SageCRM SQL Injection and Arbitrary File Upload Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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