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CVE CVE-2017-5223
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-16 06:59:00 UTC
Updated 2017-10-28 01:29:00 UTC
Description An issue was discovered in PHPMailer before 5.2.22. PHPMailer's msgHTML method applies transformations to an HTML «
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Phpmailer Project Phpmailer All All All All

Reference Source Link

PHPMailer < 5.2.21 - Local File Disclosure - PHP webapps Exploit EXPLOIT-DB  www.exploit-db.ct
PHPMailer CVE-2017-5223 Local Information Disclosure Vulnerability BID www.securityfocu
PHPMailer CVE-2017-5223: Local Information Disclosure Vulnerability Analysis - Think outside of the box MISC kalilinux.co
PHPMailer/SECURITY.md at master - PHPMailer/PHPMailer - GitHub MISC github.com

CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

‘

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199517 Ubuntu Security Notification for PHPMailer Vulnerabilities (USN-5956-1)


https://cve.report/
https://cve.report/CVE-2017-5223/mitre
https://cve.report/CVE-2017-5223/nist
https://cve.report/CVE-2017-5223/cve_org
https://cve.report/CVE-2017-5223.pdf
http://cve.report/vendor/phpmailer_project
http://cve.report/software/phpmailer_project/phpmailer
https://www.exploit-db.com/exploits/43056/
http://www.securityfocus.com/bid/95328
http://kalilinux.co/2017/01/12/phpmailer-cve-2017-5223-local-information-disclosure-vulnerability-analysis/
https://github.com/PHPMailer/PHPMailer/blob/master/SECURITY.md
https://www.cve.org/CVERecord?id=CVE-2017-5223
https://nvd.nist.gov/vuln/detail/CVE-2017-5223
http://cve.report/qid/199517
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