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CVE CVE-2017-5330
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-27 15:59:00 UTC
Updated 2023-11-07 02:49:00 UTC
Description ark before 16.12.1 might allow remote attackers to execute arbitrary code via an executable in an archive, related to associ.
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 25 All All All

Operating System Fedoraproject Fedora 25 All All All

Application Kde Ark All All All All

Reference Source Link Tag
[SECURITY] Fedora 25 Update: ark-16.08.3-2.fc25 - package-announce - Fedora Mailing-Lists =~ FEDORA lists.fedoraproject.org Thir
374572 — Ark runs shell scripts when assiociated applications are used CONFIRM  bugs.kde.org Exp
oss-security - Re: ark vulnerability: need CVE MLIST www.openwall.com Mai
KDE Ark CVE-2017-5330 Arbitrary Code Execution Vulnerability BID www.securityfocus.com  Thir
[SECURITY] Fedora 25 Update: ark-16.08.3-2.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Ark: Unintended execution of scripts and executable files (GLSA 201701-69) — Gentoo security GENTOO  security.gentoo.org Thir
ark.git - Ark is KDE's file archiver, part of the kdeutils module. CONFIRM  cgit.kde.org Pat
CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

710567 Gentoo Linux Ark Unintended execution of scripts and executable files Vulnerability (GLSA 201701-69)
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