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Summary

CVE CVE-2017-5372

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 21:59:00 UTC

Updated 2018-12-10 19:29:00 UTC

Description The function msp (aka MSPRuntimeInterface) in the P4 SERVERCORE component in SAP AS JAVA allows remote attackers to obtain sensitive system information by leveraging a missing authorization check for the (1) getInformation, (2) getParameters, (3) getServiceInfo, (4) getStatistic, or (5) getClientStatistic function, aka SAP Security Note 2331908.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Netweaver All All All All

Application Sap Netweaver All All All All

References

Reference Source Link

[ERPSCAN-16-037] SAP AS JAVA P4 MSPRuntimeInterface information disclosure MISC erpscan.io

Full Disclosure: [ERPSCAN-16-037] SAP NetWeaver AS JAVA P4 - INFORMATION DISCLOSURE FULLDISC seclists.org

SAP NetWeaver AS Java P4 MSPRUNTIMEINTERFACE Information Disclosure ≈ Packet Storm MISC packetstormsecurity.com

SAP Netweaver Application Server Java Remote Authorization Bypass Vulnerability BID www.securityfocus.com

SAP Cyber Threat Intelligence report – October 2016 MISC erpscan.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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