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CVE CVE-2017-5377
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-07 14:52:00 UTC
Description A memory corruption vulnerability in Skia that can occur when using transforms to make gradients, resulting in a potentially

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All

References

Reference

1306883 - (CVE-2017-5377) SEGV in sk_memset32 from SkLinearGradient::LinearGradientContext::shade4_dx_clamp

Mozilla Firefox Multiple Bugs Let Remote Users Bypass Security Restrictions, Spoof URLs, Obtain Potentially Sensitive Information, and Exec
Mozilla Firefox CVE-2017-5377 Memory Corruption Vulnerability

Security vulnerabilities fixed in Firefox 51 — Mozilla

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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