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An integer overflow in "createlmageBitmap()" was reported through the Pwn20wn contest. The fix for this vulnerability disal
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr All All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server Aus 7.3 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Aus 7.3 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Eus 7.3 All All All
Redhat Enterprise Linux Server Eus 7.4 All All All
Redhat Enterprise Linux Server Eus 7.5 All All All
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Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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Mozilla Firefox Integer Overflow in createlmageBitmap() Lets Remote Users Execute Arbitrary Code - SecurityTracker

Mozilla Firefox CVE-2017-5428 Integer Overflow Vulnerability

1348168 - (CVE-2017-5428) integer overflow in createlmageBitmap() overload accepting ArrayBuffer and ArrayBufferView arguments (pwn2o
integer overflow in createlmageBitmap() — Mozilla
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378262 Virtuozzo Linux Security Update for firefox (VZLSA-2017:0558)
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