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An out-of-bounds read when an HTTP/2 connection to a servers sends "DATA" frames with incorrect data content. This lea
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr 52.0 All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr 52.0 All All All
Mozilla Thunderbird All All All All
Mozilla Thunderbird All All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
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References

Reference
Red Hat Customer Portal

Security vulnerabilities fixed in Thunderbird 52.1 — Mozilla

Security vulnerabilities fixed in Firefox 53 — Mozilla

Mozilla Firefox Multiple Security Vulnerabilities

Security vulnerabilities fixed in Firefox ESR 45.9 — Mozilla
Red Hat Customer Portal

Security vulnerabilities fixed in Firefox ESR 52.1 — Mozilla
Red Hat Customer Portal

Debian -- Security Information -- DSA-3831-1 firefox-esr
CVE Program record

NVD vulnerability detail
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Mozilla Firefox Multiple Bugs Let Remote Users Bypass Security Restrictions, Spoof URLs, Obtain Potentially Sensitive Information, Deny Ser

1343505 - (CVE-2017-5446) Firefox crashed when encounter immature HTTP/2 server send DATA frame padding length large than payload I
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378109 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1201)

378158 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1201)

378270 Virtuozzo Linux Security Update for firefox (VZLSA-2017:1106)

378316 Virtuozzo Linux Security Update for firefox (VZLSA-2017:1104)

690289 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (5e0a038a-ca30-416d-a2f5-38cbf5e7df33)

710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)
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