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CVE CVE-2017-5458
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-07 12:20:00 UTC
Description When a "javascript:" URL is drag and dropped by a user into the addressbar, the URL will be processed and executed. Thig

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Reference

Mozilla Firefox Multiple Bugs Let Remote Users Bypass Security Restrictions, Spoof URLs, Obtain Potentially Sensitive Information, Deny Ser
Security vulnerabilities fixed in Firefox 53 — Mozilla

1229426 - (CVE-2017-5458) "javascript:" scheme not removed for drag and drop, unlike pasting into the URL bar

Mozilla Firefox Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690289 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (5e0a038a-ca30-416d-a2f5-38cbf5e7df33)
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