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A potential memory corruption and crash when using Skia content when drawing content outside of the bounds of a clippin¢
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr All All All All
Mozilla Thunderbird All All All All
Mozilla Thunderbird All All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
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Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference

Red Hat Customer Portal

Security vulnerabilities fixed in Thunderbird 52.1 — Mozilla

Mozilla Firefox Multiple Bugs Let Remote Users Bypass Security Restrictions, Spoof URLs, Obtain Potentially Sensitive Information, Deny Ser
Security vulnerabilities fixed in Firefox 53 — Mozilla

1347262 - (CVE-2017-5467) Potential Skia overflow due to round_asymmetric_to_int bug

Mozilla Firefox Multiple Security Vulnerabilities

Red Hat Customer Portal

Security vulnerabilities fixed in Firefox ESR 52.1 — Mozilla

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378109 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1201)
378158 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1201)
378270 Virtuozzo Linux Security Update for firefox (VZLSA-2017:1106)

690289 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla (5e0a038a-ca30-416d-a2f5-38cbf5e7df33)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://access.redhat.com/errata/RHSA-2017:1201
https://www.mozilla.org/security/advisories/mfsa2017-13/
http://www.securitytracker.com/id/1038320
https://www.mozilla.org/security/advisories/mfsa2017-10/
https://bugzilla.mozilla.org/show_bug.cgi?id=1347262
http://www.securityfocus.com/bid/97940
https://access.redhat.com/errata/RHSA-2017:1106
https://www.mozilla.org/security/advisories/mfsa2017-12/
https://www.cve.org/CVERecord?id=CVE-2017-5467
https://nvd.nist.gov/vuln/detail/CVE-2017-5467
http://cve.report/qid/378109
http://cve.report/qid/378158
http://cve.report/qid/378270
http://cve.report/qid/690289
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-5467
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


