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CVE CVE-2017-5495
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-24 07:59:00 UTC
Updated 2018-01-05 02:31:00 UTC
Description All versions of Quagga, 0.93 through 1.1.0, are vulnerable to an unbounded memory allocation in the telnet 'vty' CLI, leadin:

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Quagga Quagga All All All All

Reference Source
lib: limit size of vty buffer to 4096 bytes by glyoung - Pull Request #63 - FRRouting/frr - GitHub CONFIRM
Quagga CVE-2017-5495 Denial of Service Vulnerability BID
Quagga Routing Software - News: Quagga 1.1.1 Released [Savannah] CONFIRM
[quagga-dev 16560] CVE-2017-5495 text CONFIRM

Quagga vty _write() Buffer Memory Allocation Flaw Lets Remote Users Cause the Target Service to Crash - SecurityTracker SECTRACK

Red Hat Customer Portal REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500596 Alpine Linux Security Update for quagga


https://cve.report/
https://cve.report/CVE-2017-5495/mitre
https://cve.report/CVE-2017-5495/nist
https://cve.report/CVE-2017-5495/cve_org
https://cve.report/CVE-2017-5495.pdf
http://cve.report/vendor/quagga
http://cve.report/software/quagga/quagga
https://github.com/freerangerouting/frr/pull/63
http://www.securityfocus.com/bid/95745
http://savannah.nongnu.org/forum/forum.php?forum_id=8783
https://lists.quagga.net/pipermail/quagga-dev/2017-January/016586.html
http://www.securitytracker.com/id/1037688
http://rhn.redhat.com/errata/RHSA-2017-0794.html
https://www.cve.org/CVERecord?id=CVE-2017-5495
https://nvd.nist.gov/vuln/detail/CVE-2017-5495
http://cve.report/qid/500596

504348 Alpine Linux Security Update for quagga
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