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State

Assigner
Source Priority
Published
Updated

Description

K1

CVE-2017-5521
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2017-01-17 09:59:00 UTC

2017-09-01 01:29:00 UTC

An issue was discovered on NETGEAR R8500, R8300, R7000, R6400, R7300, R7100LG, R6300v2, WNDR3400v3, WNR:

1|

Risk And Classification

EPSS: 0.938040000 probability, percentile 0.998590000 (date 2026-04-01)
CISA KEV: Listed on 2022-09-08; due 2022-09-29; ransomware use Unknown
Problem Types: CWE-200

CISA Known Exploited Vulnerability

Vendor
Product
Name

Required Action

Notes

NETGEAR
Multiple Devices
NETGEAR Multiple Devices Exposure of Sensitive Information Vulnerability

Apply updates per vendor instructions. If the affected device has since entered end-of-life, it should be
disconnected if still in use.

https://kb.netgear.com/30632/Web-GUI-Password-Recovery-and-Exposure-Security-Vulnerability;
https://nvd.nist.gov/vuln/detail/CVE-2017-5521

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Nneratinn Quetem

Vendor
Netgear
Netgear
Netgear
Netgear
Netgear

Netgear

Netnear

Product Version Update Edition Language
Ac1450 - All All All
Ac1450 - All All All
Ac1450 Firmware 1.0.0.34_10.0.16 All All All
Ac1450 Firmware 1.0.0.34_10.0.16 All All All
D6220 - All All All
D6220 - All All All
NAR220N Firmwara 10012 All All All
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D6220 Firmware
D6300

D6300

D6300b

D6300b

D6300b Firmware
D6300b Firmware
D6300 Firmware
D6300 Firmware
D6400

D6400
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Dgn2200bv4 Firmware
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R6200 Firmware
R6300

R6300

R6300 Firmware
R6300 Firmware
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Wndr3700v3
Wndr3700v3
Wndr3700v3 Firmware
Wndr3700v3 Firmware
Wndr4000

Wndr4000

1.0.0.40
1.0.0.40
1.0.0.96

1.0.0.96

1.0.0.44

1.0.0.44

1.0.0.68

1.0.0.68

1.0.1.56_1.0.43

1.0.1.56_1.0.43

1.0.2.78_1.0.58

1.0.2.78_1.0.58

1.0.0.36

1.0.0.36

1.0.0.40_1.0.32

1.0.0.40_1.0.32

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6220_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300b
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300b
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300b_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300b_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6300_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6400
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6400
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6400_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/d6400_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dgn2200bv4
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dgn2200bv4
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dgn2200bv4_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dgn2200bv4_firmware
http://cve.report/vendor/netgear
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Operating System Netgear Wndr4000 Firmware 1.0.2.4 9.1.86 All All All
Operating System Netgear Wndr4000 Firmware 1.0.2.4 9.1.86 All All All
Hardware Netgear Wndr4500 - All All All
Hardware Netgear Wndr4500 - All All All
Operating System Netgear Wndr4500 Firmware 1.0.1.44_1.0.73 All All All
Operating System Netgear Wndr4500 Firmware 1.0.1.44 1.0.73 All All Al
Hardware Netgear Wnr1000v3 - All All All
Hardware Netgear Wnr1000v3 - All All All
Operating System Netgear Wnr1000v3 Firmware 1.0.2.68_60.0.93 All All All
Operating System Netgear Wnr1000v3 Firmware 1.0.2.68_60.0.93 All All All
Reference Source Link
Multiple NETGEAR Products CVE-2017-5521 Information Disclosure Vulnerability BID www.securityfocus.com

Web GUI Password Recovery and Exposure Security Vulnerability | Answer | NETGEAR Support  CONFIRM kb.netgear.com

Netgear Routers - Password Disclosure - Hardware webapps Exploit EXPLOIT-DB  www.exploit-db.com

CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov

‘ Giiainaaaiiiniiiiinn |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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