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CVE CVE-2017-5522
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 16:59:00 UTC
Updated 2021-06-07 15:56:00 UTC
Description Stack-based buffer overflow in MapServer before 6.0.6, 6.2.x before 6.2.4, 6.4.x before 6.4.5, and 7.0.x before 7.0.4 allows

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Osgeo Mapserver 6.2.0 All All All
Application Osgeo Mapserver 6.2.0 betal All All
Application Osgeo Mapserver 6.2.0 beta2 All All
Application Osgeo Mapserver 6.2.0 beta3 All All
Application Osgeo Mapserver 6.2.0 betad All All
Application Osgeo Mapserver 6.2.0 rci All All
Application Osgeo Mapserver 6.2.1 All All All
Application Osgeo Mapserver 6.2.2 All All All
Application Osgeo Mapserver 6.2.3 All All All
Application Osgeo Mapserver 6.4.0 All All All
Application Osgeo Mapserver 6.4.0 betal All All
Application Osgeo Mapserver 6.4.0 beta2 All All
Application Osgeo Mapserver 6.4.0 rci All All
Application Osgeo Mapserver 6.4.1 All All All
Application Osgeo Mapserver 6.4.2 All All All
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Application Umn Mapserver 6.2.0 b3 All All
Application Umn Mapserver 6.2.0 b4 All All
Application Umn Mapserver 6.2.0 rcl All All
Application Umn Mapserver 6.2.1 All All All
Application Umn Mapserver 6.2.2 All All All
Application Umn Mapserver 6.2.3 All All All
Application Umn Mapserver 6.4.0 All All All
Application Umn Mapserver 6.4.0 b1 All All
Application Umn Mapserver 6.4.0 b2 All All
Application Umn Mapserver 6.4.0 rci All All
Application Umn Mapserver 6.4.1 All All All
Application Umn Mapserver 6.4.2 All All All
Application Umn Mapserver 6.4.3 All All All
Application Umn Mapserver 6.4.4 All All All
Application Umn Mapserver 7.0.0 All All All
Application Umn Mapserver 7.0.0 b1 All All
Application Umn Mapserver 7.0.0 b2 All All
Application Umn Mapserver 7.0.1 All All All
Application Umn Mapserver 7.0.2 All All All
Application Umn Mapserver 7.0.3 All All All
Application Umn Mapserver All All All All
Reference Source Link Tags

Debian -- Security Information -- DSA-3766-1 mapserver DEBIAN www.debian.org Third Party Advisory
MapServer 6.2.4 Changelog — MapServer 7.0.7 documentation CONFIRM  www.mapserver.org Release Notes
[mapserver-dev] MapServer 6.0.6, 6.2.4, 6.4.5 and 7.0.4 are released MLIST lists.osgeo.org Mailing List, Third Party Advisc
MapServer 6.4 Changelog — MapServer 7.0.7 documentation CONFIRM  www.mapserver.org Release Notes
security fix (patch by EvenR) - mapserver/mapserver@e52a436 - GitHub  CONFIRM  github.com Patch, Third Party Advisory
MapServer 6.0.6 Changelog — MapServer 7.0.5 documentation CONFIRM  www.mapserver.org Release Notes
MapServer 7.0 Changelog — MapServer 7.0.7 documentation CONFIRM  www.mapserver.org Release Notes
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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