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Plone 4.x through 4.3.11 and 5.x through 5.0.6 allow remote attackers to bypass a sandbox protection mechanism and obtz
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Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Plone Plone 4.0 All All All
Plone Plone 4.0.1 All All All
Plone Plone 4.0.10 All All All
Plone Plone 4.0.2 All All All
Plone Plone 4.0.3 All All All
Plone Plone 4.0.4 All All All
Plone Plone 4.0.5 All All All
Plone Plone 4.0.7 All All All
Plone Plone 4.0.8 All All All
Plone Plone 4.0.9 All All All
Plone Plone 4.1 All All All
Plone Plone 411 All All All
Plone Plone 4.1.2 All All All
Plone Plone 4.1.3 All All All
Plone Plone 4.1.4 All All All
Plone Plone 41.5 All All All
Plone Plone 4.1.6 All All All
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Application Plone Plone 5.0 rcl All All

Application Plone Plone 5.0 rc2 All All

Application Plone Plone 5.0 rc3 All All

Application Plone Plone 5.0.1 All All All

Application Plone Plone 5.0.2 All All All

Application Plone Plone 5.0.3 All All All

Application Plone Plone 5.0.4 All All All

Application Plone Plone 5.0.5 All All All

Application Plone Plone 5.0.6 All All All

Application Plone Plone 5.1 al All All

Application Plone Plone 5.1 a2 All All

Reference Source Link Tags

Sandbox escape — Plone.org CONFIRM  plone.org Vendor Advisory

Plone CVE-2017-5524 Sandbox Security Bypass Vulnerability BID www.securityfocus.com  Third Party Advisory, VDB Enti
oss-security - Re: CVE Request: Plone Sandbox escape vulnerability MLIST www.openwall.com Mailing List, Patch, Third Party
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

< ]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982314 Python (pip) Security Update for Plone (GHSA-p5wr-vp8g-q5p4)
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