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Summary

CVE CVE-2017-5529

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-29 14:29:00 UTC

Updated 2018-10-17 01:30:00 UTC

Description JasperReports library components contain an information disclosure vulnerability. This vulnerability includes the theoretical disclosure of any accessible information from the host file system. Affects TIBCO JasperReports Library Community Edition (versions 6.4.0 and below), TIBCO JasperReports Library for ActiveMatrix BPM (versions 6.2.0 and below), TIBCO JasperReports Professional (versions 6.2.1 and below, and 6.3.0), TIBCO JasperReports Server (versions 6.1.1 and below, 6.2.0, 6.2.1, 6.3.0), TIBCO JasperReports Server Community Edition (versions 6.3.0 and below), TIBCO JasperReports Server for ActiveMatrix BPM (versions 6.2.0 and below), TIBCO Jaspersoft for AWS with Multi-Tenancy (versions 6.3.0 and below), TIBCO Jaspersoft Reporting and Analytics for AWS (versions 6.3.0 and below), and TIBCO Jaspersoft Studio for ActiveMatrix BPM (versions 6.2.0 and below).

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Jasperreports Library Community Edition All All All All

Application Tibco Jasperreports Library For Activematrix Bpm All All All All

Application Tibco Jasperreports Professional 6.3.0 All All All

Application Tibco Jasperreports Professional 6.3.0 All All All

Application Tibco Jasperreports Professional All All All All

Application Tibco Jasperreports Server 6.2.0 All All All

Application Tibco Jasperreports Server 6.2.1 All All All

Application Tibco Jasperreports Server 6.3.0 All All All

Application Tibco Jasperreports Server 6.2.0 All All All

Application Tibco Jasperreports Server 6.2.1 All All All

Application Tibco Jasperreports Server 6.3.0 All All All

Application Tibco Jasperreports Server All All All All

Application Tibco Jasperreports Server Community Edition All All All All

Application Tibco Jasperreports Server For Activematrix Bpm All All All All

Application Tibco Jaspersoft For Aws With Multi-tenancy All All All All

Application Tibco Jaspersoft Reporting And Analytics For Aws All All All All

Application Tibco Jaspersoft Studio For Activematrix Bpm All All All All
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Application Tibco Jaspersoft Studio For Activematrix Bpm All All All All

References

Reference Source Link Tags

TIBCO Security Advisory: June 28, 2017 - TIBCO JasperReports Server - 2017-5529 | TIBCO Software CONFIRM www.tibco.com Vendor Advisory

CPU July 2018 CONFIRM www.oracle.com

CPU Oct 2018 CONFIRM www.oracle.com

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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