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Summary

CVE CVE-2017-5544

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 07:59:00 UTC

Updated 2021-09-09 01:23:00 UTC

Description An issue was discovered on FiberHome Fengine S5800 switches V210R240. An unauthorized attacker can access the device's SSH service, using a password cracking tool to establish SSH connections quickly. This will trigger an increase in the SSH login timeout (each of the login attempts will occupy a connection slot for a longer time). Once this occurs, legitimate login attempts via SSH/telnet will be refused, resulting in a denial of service; you must restart the device.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fiberhome Fengine 28f-s - All All All

Hardware Fiberhome Fengine 52f-s - All All All

Hardware Fiberhome Fengine 52t-s - All All All

Hardware Fiberhome Fengine S5800-28t-s - All All All

Hardware Fiberhome Fengine S5800-28t-s-pe - All All All

Operating System Fiberhome Fengine S5800 Firmware v210r240 All All All

Hardware Fiberhomegroup Fengine 28f-s - All All All

Hardware Fiberhomegroup Fengine 28f-s - All All All

Hardware Fiberhomegroup Fengine 52f-s - All All All

Hardware Fiberhomegroup Fengine 52f-s - All All All

Hardware Fiberhomegroup Fengine 52t-s - All All All

Hardware Fiberhomegroup Fengine 52t-s - All All All

Hardware Fiberhomegroup Fengine S5800-28t-s - All All All

Hardware Fiberhomegroup Fengine S5800-28t-s - All All All

Hardware Fiberhomegroup Fengine S5800-28t-s-pe - All All All

Hardware Fiberhomegroup Fengine S5800-28t-s-pe - All All All

Operating System Fiberhomegroup Fengine S5800 Firmware v210r240 All All All
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Operating System Fiberhomegroup Fengine S5800 Firmware v210r240 All All All

Operating System Fiberhomegroup Fengine S5800 Firmware v210r240 All All All

References

Reference Source Link Tags

www.nfcwar.com MISC www.nfcwar.com Third Party Advisory

FiberHome Fengine S5800 Switches CVE-2017-5544 Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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