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Summary

CVE CVE-2017-5554

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 07:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in ABOOT in OnePlus 3 and 3T OxygenOS before 4.0.2. The attacker can reboot the device into the fastboot mode, which could be done without any authentication. A physical attacker can press the "Volume Up" button during device boot, where an attacker with ADB access can issue the adb reboot bootloader command. Then, the attacker can put the platform's SELinux in permissive mode, which severely weakens it, by issuing: fastboot oem selinux permissive.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Oneplus Oneplus 3 - All All All

Hardware Oneplus Oneplus 3 - All All All

Hardware Oneplus Oneplus 3t - All All All

Hardware Oneplus Oneplus 3t - All All All

Operating System Oneplus Oxygenos All All All All

Operating System Oneplus Oxygenos All All All All

References

Reference Source Link

OnePlus 3 and 3T CVE-2017-5554 Local Denial of Service Vulnerability BID www.securityfocus.com

fastboot oem selinux permissive - securityresear.ch MISC securityresear.ch

OnePlus 3/3T Bootloader Vulnerability Allows Changing of SELinux to Permissive Mode in Fastboot MISC www.xda-developers.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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