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In Wireshark 2.2.0 to 2.2.3 and 2.0.0 to 2.0.9, the DHCPV6 dissector could go into a large loop, triggered by packet injectior
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 2.0.0 All All All
Wireshark Wireshark 2.01 All All All
Wireshark Wireshark 2.0.2 All All All
Wireshark Wireshark 2.0.3 All All All
Wireshark Wireshark 2.04 All All All
Wireshark Wireshark 2.0.5 All All All
Wireshark Wireshark 2.0.6 All All All
Wireshark Wireshark 2.0.7 All All All
Wireshark Wireshark 2.0.8 All All All
Wireshark Wireshark 2.0.9 All All All
Wireshark Wireshark 2.2.0 All All All
Wireshark Wireshark 2.2.1 All All All
Wireshark Wireshark 222 All All All
Wireshark Wireshark 2.2.3 All All All
Wireshark Wireshark 2.0.0 All All All
Wireshark Wireshark 2.0.1 All All All
Wireshark Wireshark 2.0.2 All All All
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Application Wireshark Wireshark 2.0.3 All All All
Application Wireshark Wireshark 2.04 All All All
Application Wireshark Wireshark 2.0.5 All All All
Application Wireshark Wireshark 2.0.6 All All All
Application Wireshark Wireshark 2.0.7 All All All
Application Wireshark Wireshark 2.0.8 All All All
Application Wireshark Wireshark 2.0.9 All All All
Application Wireshark Wireshark 2.2.0 All All All
Application Wireshark Wireshark 2.2.1 All All All
Application Wireshark Wireshark 222 All All All
Application Wireshark Wireshark 223 All All All
Reference

Bug 13345 — Fuzzed PCAP causing long runtime in dissect_dhcpv6

Debian -- Security Information -- DSA-3811-1 wireshark

Wireshark CVE-2017-5597 Denial of Service Vulnerability
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Gerrit Code Review

Wireshark ASTERIX and DHCPV6 Dissector Bugs Let Remote Users Consume Excessive CPU Resources on the Target System - Security Tr
Wireshark - wnpa-sec-2017-02 - DHCPv6 large loop
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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